Laws Affecting Electronic Health Records

Federal Laws

HIPAA Privacy and Security
(including new developments in
the HITECH Act)

45 C.F.R. Part 160 and Part 164.
HITECH Act, Publ. Law 111-5, § 13400
68 Fed. Reg. at 8355 (Feb.20, 2003)

Ownership of medical records

Personal health records

ARRA §§ 13400(11), 13407

Electronic health records

ARRA § 13400(5)

Technical security of electronic
systems provisions

45 C.F.R. §164.312; ARRA 88 13401, 13402

Patient access

42 C.F.R. § 431.306(d) (implied); Public Health
Service Act, 42 C.F.R. § 51b.404; 2 C.F.R. § 51c.110;
42 C.F.R.§59.11; 42 C.F.R. § 55a.104; 42 C.F.R. §
551a.6; 42 C.F.R. § 37.80(a) and ARRA § 13405(e)

Accounting for disclosures

ARRA § 13405(c)

Specific redisclosure prohibitions

42 C.F.R. §2.32; 45 C.F.R. §160.102

Redisclosure statement required

42 C.F.R. §2.32

Patient consent requirements

42 C.F.R. §431.306(d) (Medicaid); Public Health
Service Act, 42 C.F.R. 8§ 51b.404; 2 C.F.R. § 51c.110;
42 C.F.R. §59.11; 42 C.F.R. § 55a.104; 42 C.F.R. §
551a.6; 42 C.F.R. § 37.80(a) and ARRA § 13406
(relating to certain marketing communications)

Patient authorization requirements

42 C.F.R. § 431.306(d); Public Health Service Act, 42
C.F.R.§51b.404; 2 C.F.R. §51c.110; 42 C.F.R. 8
59.11; 42 C.F.R. 8 55a.104; 42 C.F.R. § 551a.6; 42
C.F.R. § 37.80(a) and ARRA § 13405(e)

Disclosure for emergency
situations

42 C.F.R. § 431.306(d) (Medicaid)

FTC Red Flag Rules

72 Fed. Reg. 63718 (Nov.. 9, 2007)

16 C.F.R. 8 682.2(d)(1).
www.ftc.gov/0s/2008/10/081022idtheftredflagsrule.pdf
16 C.F.R. 88 681.2 (b)(5), (3); 681.2(¢e)

15 U.S.C. 81681a(r)(5)

15 U.S.C. § 1691a(e)

72 Fed. Reg. 63718, 64727

E-SIGN

15 U.S.C,, Chapt. 96

Electronic health/medical record
specific provisions

45 C.F.R. §164.302 — 308; ARRA § 13400;

Proposed DEA regulations

73 Fed. Reg. at 36721 (June 27, 2008)
73 Fed. Reg. at 36739 0 -40

Restriction on use of social
security number

45C.FR.§164.514;5U.S.C. § 552, 442 U.S.C. §
405(c)(2); 15 U.S.C. §§ 6801 - 6809

Health information exchange
specific provisions

ARRA 88 13408 - 13424

Genetic information

Genetic Information Non-discrimination Act of 2008

Communicable disease
information

42 C.F.R. part 70

Research disclosures

Generally 45 C.F.R. part 46; 221 C.F.R. parts 50, 56

Substance abuse treatment
regulations

42 C.F.R. §2.1 -2.67; Education—20 U.S.C. §
1232g; Health Insurance — Gramm-Leach-Bliley Act,
15 U.S.C. § 680 - 6809

Hospitals

42 C.F.R. § 482.24 (Medicare COP); 42 C.F.R. 8§
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http://www.ftc.gov/os/2008/10/081022idtheftredflagsrule.pdf

416.47 (Medicare COP — ASC)

School based clinics/FERPA

20 U.S.C. § 12329

Home health agencies

42 C.F.R. § 484.48 (Medicare — COP)

Hospice

42 C.F.R. § 418.74 (Medicare — COP)

Testing and clinical labs

42 CF.R. § 493.1291(f)
42 CF.R.§493.2
S&C-10-12-CLIA, Mar. 1, 2010

Health insurance related
provisions

Gramm-Leach-Bliley Act, 15 U.S.C. § 6801 - 6809

HMO provisions

15 U.S.C. § 6801 - 6809

Criminal provisions — wrongful
access

ARRA § 13409

Administrative penalties for
wrongful disclosure

ARRA §13410
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